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This paper charts the challenges and opportunities for design research in the Internet
of Health Things (IoHT), by conducting a systematic review of review papers. The
Internet of Things (IoT) is already impacting health services and could be the basis for
a new healthcare paradigm in the near future. Thus there is a need to engage more
designers and design researchers in actively shaping the next generation of
development and deployment of IoT in health and care. Following a systematic review
of the literature, we present key emerging themes, where design can add value and
make a significant contribution to this field. Our findings indicate eight key challenges,
which provide several opportunities for design researchers who wish to contribute
and lead research in the field of IoHT.
design for health; Internet of Things; Internet of Health Things; design research;
systematic review.

1

Introduction and motivation

We are witnessing the dawn of a new era of Internet of Things (IoT). The term ‘Internet of Things’
has come to describe some technologies and research disciplines that enable the Internet to reach
out into the real world of physical objects (Xia et al, 2012).
The IoT has the potential to impact health services (Swiatek & Rucinski, 2013) and be a gamechanger for the healthcare industry (Rajput et al, 2012), especially as it is expected that by 2020 the
number of Internet connected devices will likely reach 50 billion (Fernandez & Pallis, 2014). IoT could
be the basis for a new healthcare paradigm leading to more personalised, participatory, predictive
and preventive health (Schreier, 2014).
However, the IoT impact in healthcare is still in its initial development phases (Dey et al, 2017), with
numerous technical and engineering challenges still present. Nevertheless, the interest of
researchers and health professionals has caused a shift in the field of IoT and wearables from the
development of sensors to the design of systems (Patel et al, 2012). The interest in IoT is growing
outside of a clinical setting into the home environment (Burns & Adeli, 2017). Examples include the
This work is licensed under a Creative Commons Attribution-NonCommercial-Share Alike
4.0 International License.
https://creativecommons.org/licenses/by-nc-sa/4.0/

interdisciplinary SPHERE project, which is researching the development of a sensor platform for
healthcare in a residential environment, involving 100 homes in the UK (Zhu et al., 2015).
Given the interest of the research community in the Internet of Things, there is a plethora of papers
exploring individual projects, products and platforms across a wide range of IoT applications. Most
of them form generic technical reviews, which present IoT’s history (Suresh et al, 2014) the generic
architecture of IoT (Khan et al, 2012), various mediums of deployment of IoT and current
development trends (Khan et al, 2012; Suresh et al, 2014).
Other papers present brief reviews of the applications of IoT across different areas of health and
wellness, including personalised healthcare as well as challenges and opportunities (McCullagh &
Augusto, 2011; Fernandez & Pallis, 2014; Hiremath et al, 2014; Islam et al, 2015). However, the vast
majority of challenges and opportunities provided are targeted towards the engineering and
healthcare communities (Suraki & Jahanshahi, 2013; Fernandez & Pallis, 2014; Islam et al, 2015;
Metcalf et al, 2016).
The literature highlights a number of issues resulting from a technology-led approach, such as the
predominant use of IoT in clinical settings, lack of robust clinical validation studies, leading to misuse
of health and wellbeing related IoT products by consumers and patients (Dhawan, 2016; Michard,
2017). More precisely, IoHT have been mainly applied in clinical environments, such as hospitals and
healthcare facilities, under managed care and by well-trained and specialized individuals (Dhawan,
2016). There are very few applications in the home environment where more opportunities for
promoting and managing personalised health exist. As most IoHT devices and sensors have not been
validated against reference methods in well-conducted and independent clinical studies, they are
portrayed, as products ‘not fit for medical use’. However, this can still lead to misuse of IoT for
health management and decision making, as in the case of a product that lead to the
underestimation of blood pressure in 77 % of hypertension cases (Planteet al, 2016 in Michard,
2017).
There is therefore a need for a systematic review that presents and discusses the research
challenges and opportunities for designers in the IoHT. This paper presents a systematic review of
reviews in IoHT. Following a presentation of the literature review and data analysis methodology,
this paper summarises the key findings. It then provides an in-depth discussion of the key challenges
that emerged from the thematic analysis of data and reveals the key opportunities for different
areas of design research in the IoHT.

2

Methodology

The literature review was guided by the following research question: what are the key challenges
and opportunities for design in home-based IoT for health and wellbeing?
Figure 1 provides an overview of the methodology employed. After the formation of the research
question, a literature review was conducted based on the search strategy presented below. To
augment our literature review findings we also incorporated technical review papers on the subject,
especially ones which looked more generically on the use of IoT in healthcare. We employed
thematic analysis (Braun & Clarke, 2008) to analyse the data from our own literature review and that
of others and derive a number of themes. These themes were then employed to offer the discussion
presented in this paper. The thematic analysis process and is discussed under the data analysis
section below.
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Figure 1: Literature review methodology diagram

2.1

Literature Search Strategy

The search strategy was developed in stages. An initial text search of SCOPUS and PuBMed was
carried out using relevant terms in order to find exemplar articles from which to harvest indexing
terms. Following this, the categories and keywords were fine-tuned to ensure that at least all
exemplar articles were returned in the final database search. An extensive literature search was
conducted using four electronic research databases. These databases were selected because they
are amongst the most commonly used ones in the field of technology and health: SCOPUS, Web of
Science, PubMed and MEDLINE. The search was performed using the following keywords: "Internet
of things" OR "IoT" OR "wearable" AND "health" OR "healthcare" OR "well-being" OR
"wellbeing" AND "home" OR "house" AND "review" OR "literature" OR "survey" OR
"systematic". All searches were conducted in July 2017 and each of the aforementioned search term
was entered in each of the selected databases.
Firstly, the article titles and abstracts were read (by the authors) and the titles and abstracts that
matched the research questions, inclusion/exclusion criteria and the keywords were retrieved. The
results of the first screening provided the review team with a collection of papers, which were
further screened by reading the full articles. It should be noted that in the case that the title and
abstract did not contain enough information to decide on inclusion, the full article was read. Lastly,
the papers included and reviewed were based on the initial research question as well as a second set
of inclusion/exclusion criteria. All of the papers included were screened by at least two reviewers
independently. Discrepancies were resolved by consensus or involvement of a third reviewer.
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2.2

Inclusion and Exclusion Criteria

A number of inclusion and exclusion criteria were employed to refine the search results. Firstly, the
search was limited to English text papers published in peer-reviewed journals, conferences, books,
book chapters and review papers from January 2009 to July 2017. The reason behind the specific
date selection lies in the fact that research interest in Internet of Things commenced in 2009,
reaching its peak in 2011 (Suresh et al, 2014). Editorials, letters, technical reports and book reviews
were excluded. In addition to this, articles which did not address the research question were
excluded from the study.
Web of Sci.
(n=76)

Scopus
(n=140)

Medline
(n=30)

Articles judged
by title and
abstract

Papers
(n=284)

Full papers
screened

Papers
(n=37)

Articles
included and
reviewed

PubMed
(n=38)

Reasons for paper exclusion
Duplicate, non-reviews,
project or platform
description paper.

Total papers
included (n=12)

Reasons for paper exclusion
Duplicate, technical reviews,
no discussion of
challenges/opportunities

Figure 2. Literature Search Strategy.

2.3

Data Analysis

After the literary search was completed and the papers selected based on the aforementioned
criteria, the data analysis commenced based on the thematic analysis methodology by Braun &
Clarke (2008). Once the team was familiarised with the data, we began the code generation. This
was done by looking at each paragraph and coding data by writing notes through the use of either
sticky notes or electronic notes within the electronic version of the paper. After the data coding and
collation we started to look for overarching themes based on the initial research questions. For
inclusion, a theme should have been discussed in length by at least three or more articles. In our
initial theme search several more sub-themes were identified, which in the review of the main
themes were integrated into larger themes to allow for clarity and consistency. This process
produced a number of themes, which were reviewed amongst the team and then consolidated and
updated to provide the themes, shown in Table 1.

3

Findings

Our initial search of the four selected databases generated a total of 284 articles. After applying the
inclusion criteria, presented above, 224 papers were excluded leaving 37 articles for further scrutiny.
Of the 37 papers fully screened, 12 addressed directly the research questions and were selected to
be included in the review.
Our thematic analysis of the selected review articles produced a number of themes, as illustrated in
Table 1 and Figure 3. Starting from top to bottom, a total of 8 individual themes have been
identified. These are: acceptance, compliance & ease of use, data privacy and trust, design with
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stakeholders, wearability of IoT, culture and context, clinicians and healthcare structures, home care
and chronic disease management, preventive & diagnostic.
These have been clustered into two over-arching themes (namely design context and health
context).

service design

Acceptance,
compliance & ease of
use
product design
Data privacy and trust

co-design

'privacy by design'
speculative design

Design context

interaction design

Design with
stakeholders

co-design

Culture and context

interaction design

textile/fashion design
Themes (challenges)

service design

speculative design

digital design

Wearability of IoT
product design
service design
Clinicians and
healthcare structures

co-design
design for health

Health context

Home care and
chronic disease
management

deisgn for behavior
change

Preventive and
diagnostic

communication design

service design

design for health

Figure 3: Literature review theme classification and link to identified design research opportunities

In the inclusion of the themes we also looked at the frequency, by which they were discussed in
individual articles. As mentioned above, for a theme to be included it had to be discussed at length
by at least three articles and be relevant to our research question. Table 1 lists all themes and
indicates in which article they had been discussed.
This provided us with interesting data, as to which themes were discussed more in the literature and
hence were seen as more critical. For example, one can see that the theme of ‘acceptance,
preferences & ease of use’ and ‘home care and chronic disease management’, followed by
‘wearability of IoT’ are seen as the most significant challenges for design in the Internet of Health
Things. Furthermore, the thematic analysis has revealed the diverse health areas and health diseases
where the IoT has several applications. This ranges from physical activity monitoring to wellness and
elderly care; and from neurological and neurodegenerative disease (e.g. stroke and Parkinson’s) to
other non-communicable diseases (i.e. diabetes and cardiovascular disease).
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Burns &
Adeli, 2017
Jeddi et al,
2017
Wieringa et
al, 2017
Wang et al,
2017

Majumder
et al, 2017

Ossig et al,
2016
Pasluosta et
al, 2015
Patel et al,
2012
McAdams et
al, 2011
Bergmann &
McGregor,
2011
Appelboom
et al, 2014b

Mukhopadh
yay, 2015

Stroke,
Parkinson’s,
spinal cord injury
Elderly care
Cardiovascular,
diabetes, physical
fitness/frailty
Stroke, spinal
cord injury,
cerebral palsy,
Alzheimer, COPD,
Musculoskeletal
& other physical
rehabilitation
Cardiovascular,
neurological and
pulmonary
diseases, activity
monitoring
Parkinson’s

x

Geriatrics, stroke,
cardiac, spinal
cord
Cardiopulmonary,
vascular, glucose,
neurological
function
monitoring,
physical therapy
& rehabilitation
Activity
monitoring

x

x

x

x

x

x

x
x

x

x
x

x
x

x

x

x

x

x
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x

x

x

x

x

x
x

x

x

Preventive & diagnostic

x

x

x

Home care and wellness

Clinicians and healthcare
structures

Design with stakeholders

Culture and context

Wearability of IoT
x

x

Parkinson’s
Physical therapy
& rehabilitation
Not defined

Data privacy and trust

Acceptance, preferences
& ease of use

Table 1: Summary of emerging themes per author as revealed by the literature review analysis
Themes
Design Context
Health Context
Papers
Paper health area
focus

x
x

x

x

x

x

x

4

Discussion

We shall discuss the design research opportunities in the Internet of Health Things (IoHT) through a
close examination of the key challenges that have resulted from our thematic analysis of the review
papers. These are depicted in Figure 3.

4.1

Acceptance, preferences and ease of use

The literature reveals that acceptance, preferences and ease of use of health-related wearable
devices and IoT are amongst the top priorities and challenges in this field (Bergmann & McGregor,
2012; McAdams et al, 2012; Ossig et al, 2016; Burns & Adeli, 2017; Majumder, Mondal & Deen,
2017).
This highlights that the complexity of IoHT systems and wearables hinders wider adoption by service
users. The reason behind this lies in the way such systems are designed and evaluated. Several
papers highlight that prototypes of such products and systems are not adequately evaluated
(Bergmann & McGregor, 2012; McAdams et al, 2012; Burns & Adeli, 2017). There is a lack of highquality studies in this area (Bergmann & McGregor, 2012), resulting in numerous attractive systems
presented in the literature, which are essentially clinically unproven prototypes (McAdams et al,
2012). This is due to prototypes either not being evaluated in the field (typically using simulations or
healthy research participants) or being evaluated for brief periods of time (McAdams et al, 2012).
The impact of such practices is that they tend to ignore the key problem areas to be addressed in
wearable and IoT monitoring. Namely those associated with the end-user/sensor interface.
In terms of the design of such products, systems and services, it is clear that despite the importance
of user preferences, they are rarely considered (Bergmann & McGregor, 2012; Ossig et al, 2016). In a
systematic review Bergmann & McGregor (2012) found that only 11 out of a total of 843 papers had
in fact explored user preferences. Evidently this is an area where design research can contribute
considerably.
Several of the reviews offer basic design requirements and suggestions as to where attention should
be placed to make IoT in health easier to use. Using as few wearable sensors as possible, without
losing the most important clinical information (Ossig et al, 2016; Burns & Adeli, 2017; Majumder,
Mondal & Deen, 2017) is being proposed as the way forward. As is designing products, which are
small, discreet and are incorporated into everyday objects, so as not to interfere with the service
user’s daily activities (Ossig et al, 2016; Burns & Adeli, 2017).
As health IoT products and system will become redundant if service users and/or clinicians do not
want to work with them, user preferences will have to be taken into account, in order to be able to
design devices that will gain acceptance both in a clinical and home setting (Bergmann & McGregor,
2012). In light of this designers and design researchers will be called upon to address the challenge
of designing robust products and services, which will be accepted and worn by a patient and that
will work reliably for extended periods of time under real-life conditions in a home setting
(McAdams et al, 2012). This is one of the key strengths of design research, for participatory design
research approaches, such as co-design. This will not only inform but also critically lead the design of
new products that end-users will see a clear benefit in using, as it will directly address their needs
and preferences.

4.2

Data privacy and trust

In the context of the Internet of Health Things, an individual often can be identified by data resulting
from such connected devices. Indeed, such personal information, especially in the field of health and
healthcare, raise much higher concerns and challenges for privacy and trust (Appelboom et al,
2014b; Mukhopadhyay, 2015; Pasluosta et al, 2015; Majumder, Mondal & Deen, 2017).
Especially when one considers the acceptance of IoHT within the context of the home environment
and continuous activity monitoring several more legal, ethical issues arise. This includes the balance
between the patient as the owner of data, the documentation and use of the data (Appelboom et al,
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2014b), patient identification and confidentiality (Mukhopadhyay, 2015), data sharing and
management (Pasluosta et al, 2015; Majumder, Mondal & Deen, 2017).
Despite the demand for more research and technology development to ensure information privacy
and data security (Mukhopadhyay, 2015; Majumder, Mondal & Deen, 2017), there is an unmet and
urgent need for design research in this field too. Given the fact that data privacy within IoHT is a
matter of ongoing vivid legal, social, and ethical debates (Appelboom et al, 2014b; Pasluosta et al,
2015) design research and especially speculative design can actively contribute in this area.
Speculative design is an approach that enable us to think about the future prospectively and
critically (Sterling, 2009; Hales, 2013; Dunne and Raby, 2014). The prime objective of speculative
design is to force an aspect of the future into the present so that it demands a response (Tonkinwise,
2014: 176). Speculative design creates narratives for these futures in a variety of formats –
provocations, prototypes, products, images, films and so on – to express the urgency of change
which is required and focus a debate around the action that could be taken (Kirby, 2010; Tanenbaum
et al., 2012).
As the adoption of these technologies, within this context, depends on its acceptance in society
(Pasluosta et al, 2015), speculative design could be employed as a tool to facilitate and encourage
the drawing out of concerns. It can help raise questions regarding the societal, economical, legal and
ethical issues of current and future IoHT. As the ethical discussion cannot not be addressed with a
one-fit-all approach (Pasluosta et al, 2015), speculative design can in turn assist in fostering debate
that leads to the design of IoHT products and services; that are not simply desirable by different
stakeholder groups (service users, clinicians, etc.) but are also socio-ethically explored.
The challenges around data privacy and trust provide design researchers with a unique opportunity
for research into ‘privacy by design’. With patient privacy and confidentiality always at the forefront
(Appelboom et al, 2014b), designers can pioneer ‘privacy by design’ methods that enable the
development of innovative solutions by making data protection by design and by default (MartínRuíz et al, 2017). In fact, work in this field has already commenced with principles and guidelines for
the ethical design of Health-related IoT devices and data protocols being proposed (Mittelstadt,
2017).

4.3

Design with stakeholders

Users of IoHT can be very diverse. They could, on one hand, be skilled professionals, some even
associated with healthcare provision – GPs, specialist consultants, ambulance workers, nurses.
Alternatively, they can be members of the general public who may be applying/using the IoHT in
their homes (McAdams et al, 2012).
Hence some of the key challenges for the development of IoHT are human factors design and
creating a care model that is attractive to healthcare providers and patients alike (Wieringa et al,
2017). In terms of the latter challenge there are opportunities for service design research (Sangiorgi
& Prendiville, 2017) on the development of new and modification of existing care and health
services within this context. In terms of the former challenge, interaction designers (Fallman, 2008)
can lead research on designing interactions between (smart health) things, contexts (home,
community, clinic) and spaces (private, public) that increase user acceptance and experience.
This dictates the involvement of all stakeholders in the design of IoHT products and services. Despite
most of the reviews being technical in scope what is made abundantly clear is that designing with
stakeholders and especially service users is most critical (Pasluosta et al, 2015; Ossig et al, 2016;
Wieringa et al, 2017). More active user involvement in the design process is presented as an
opportunity for including patients into medical decision-making processes (Ossig et al, 2016) and for
discovering and performing new diagnostic and treatment techniques (Pasluosta et al, 2015).
Given the existing success of co-design and participatory design research in health (Bate & Robert,
2006; Tsianakas et al, 2012; Bowen et al, 2013;), designers can play a leading role here ensuring the
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design of IoHT with stakeholders rather than on behalf of them. Democratising design in this manner
will lead to more novel and personalised IoHT products, which are people-led rather than
technology-led.

4.4

Culture and context

Culture and context forms another key challenge that will further affect the acceptance of any IoHT
(Bergmann & McGregor, 2012; Patel et al, 2012; Appelboom et al, 2014b). According to the papers
reviewed, culture and context are significant when one considers the home environment as well as
the wider community.
In terms of the home, envisaged challenges relate to risks of social inclusion of users, especially if
IoHT is perceived as limiting their independence and social interactions with other humans
(Appelboom et al, 2014b). Furthermore, how the patient’s or service user’s family, partner or spouse
experiences the technology in daily use, can also greatly influence acceptability of the equipment
(Bergmann & McGregor, 2012).
Cultural barriers in the community, such as the association of a stigma with the use of
health/medical devices for home-based applications (Patel et al, 2012; Bergmann & McGregor,
2012) need to be carefully considered. Form and aesthetics of IoHT (e.g. transparent design) will play
a crucial role in not affecting normal daily behaviour, on one hand; and on the other hand not
stigmatising service users. This is a field where interaction designers and researchers can make a
strong impact. Here the focus will be in expanding interaction beyond digital products, environments
and systems. But instead to critically explore new roles and contexts in relation to the social, cultural
and ethical impact of emerging IoHT technologies and products.
Design ethnography could therefore contribute further research on the culture and context of IoHT,
by exploring this space in more depth, whilst speculative design can help in opening it for public
debate and priming of future health services (Tsekleves et al, 2017). By exploring future scenarios
end-users and healthcare professionals will enhance their understanding of more complex social
healthcare technologies and realize more clearly the potential role of healthcare technologies in
their lives.

4.5

Wearability of IoT

A big challenge in IoHT is the availability of comfortable wearable sensors, which can be worn by the
patient or the individual continuously and without any kind of discomfort (Bergmann & McGregor,
2012; Mukhopadhyay, 2015; Pasluosta et al, 2015; Burns & Adeli, 2017; Wang et al, 2017). Wearable
IoT placement, movement freedom and accuracy are all closely interconnected.
Discomfort will discourage use and thus acceptance, whilst movement limitation, due to sensor
uncomfortable placement will defeat the purpose of detecting and tracking movement accurately
(Burns & Adeli, 2017). Thus, exploring methods to ensure accurate placement of wearable sensors
and IoT products emerges us an unmet need.
Indeed, the literature shows limited systematic wearability assessment. The systematic review by
Wang et al (2017) indicates that most included studies describe only superficially how to attach
sensors on the human body, despite the way this placement being done, is very influential on both
the accuracy and comfort of the IoT system.
The same review paper has also revealed that although sensors embedded in wearable appliances or
clothing are only beginning to emerge (Wang et al, 2017), there is a clear user preference for this,
due to being perceived as more comfortable and discreet (Bergmann & McGregor, 2012). However,
there are still design research challenges to be explored, such as the proper selection of sensing
materials, embedding techniques as well as stable sensor-skin interfaces (Majumder, Mondal &
Deen, 2017).
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Fashion and textile designers along with product designers can play a pivotal role in this field on the
way IoT sensors are embedded into clothing. Furthermore, additive manufacturing processes, which
have already proven to be useful for creating force sensors (Pasluosta et al, 2015), could be
employed to experiment with new types of ‘printed’ sensor garments. Combining IoT with the rapid
prototyping advantages of additive manufacturing, one could envision the possibility of patients
uploading their disease-specific profiles and downloading their individualized treatment tools to
print them at home inexpensively (Pasluosta et al, 2015). An area where digital designers could
conduct research too, by developing the digital platforms that will enable the 3D printing of IoT.

4.6

Clinicians and healthcare structures

To make IoHT succeed, the challenge of fitting them into health care and home care structures will
be as critical as the challenge to realize the core technologies that underlie them (Jeddi et al, 2017;
Wieringa et al, 2017).
To achieve this one would need to convince clinicians of the relevance of IoHT use. This can be done
by making easy-to-use, embed and accurate products that report patient conditions using the health
assessment scales employed currently in practice (Pasluosta et al, 2015; Burns & Adeli, 2017).
Clinical evaluations form a tool that can assist in realising this. However, the literature shows that
clinical evaluations of IoHT are scarce and are further needed to provide evidence on their
effectiveness, in order to pave the path towards implementation in clinical settings (Pasluosta et al,
2015; Wang et al, 2017; Wieringa et al, 2017). In addition to clinical quantitative data, such as
reporting on outcome measures, qualitative research data (arising from interviews, focus-groups,
etc) are also required. These can capture the impact IoHT have beyond their clinical benefits, such as
in the context of use in the home, perceived usefulness and control, personal lifestyle and overall
subjective wellbeing.
Thus, as several of the previously discussed critical factors required (ease-of-use, accuracy, IoT
wearability, culture and context) are far from being fully realised; and the evidence from clinical
studies is scarce, the involvement of clinicians in the design of IoHT products and service becomes
even more so critical. Service designers can make an impactful contribution in this area, by leading
research which places IoHT within existing and newly designed health and care service structures. By
employing co-design research methods they can design such services with clinicians, other
healthcare professionals, the industry and service users.

4.7

Home care and chronic disease management

The Internet of Health Things creates opportunities that provide both patients and people at home a
protagonistic role in the caring and management of their health (Pasluosta et al, 2015; Jeddi et al,
2017; Wang et al, 2017).
IoHT paves the way for enhanced home care, remote consultations (Wieringa et al, 2017) but also in
monitoring health and wellness (Patel et al, 2012). One of the key advantages of IoHT commercially
available technology will be the ability to achieve long-term monitoring of health. The benefits from
this would be for both individuals and clinicians. For individuals, being able to monitor one’s health
and wellness, will provide empowerment and more personalised health and care provision. For
clinicians, a quantitative way of assessing treatment efficacy, would be a valuable tool in disease
management. Particularly, as by knowing what happens between outpatient visits, treatment
interventions can be fine-tuned to the needs of individual patients (Patel et al, 2012)
There are however challenges too, as patient/person education and peer/community networks
would be required to facilitate effective person-centred home care and personalised disease
management. Opportunities for design for health research include exploring how to best integrate
IoHT in the home environment, how to develop peer networks and empower individuals to manage
their health more effectively and how to design products and services aimed at person-centred
home care and wellness. Furthermore, there is a need to educate and enable individuals in taking a
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leading role in the monitoring and management of their own health. This is clearly a challenge that
requires creative ways of communicating the benefits of health self-management and knowledge
sharing of how one might achieve this. This is an opportunity for communication design research to
embrace and explore.

4.8

Preventive and diagnostic

Apart from disease management IoHT offers additional applications in the field of diagnosis and
prevention (Patel et al, 2012; Appelboom et al, 2014b; Pasluosta et al, 2015; Ossig et al, 2016;
Majumder, Mondal & Deen, 2017; Wieringa et al, 2017).
Continuous monitoring of physiological signals could help to detect and diagnose several
cardiovascular, neurological, neurodegenerative and pulmonary diseases at their early onset (Patel
et al, 2012; Ossig et al, 2016; Majumder, Mondal & Deen, 2017). For instance, this can provide
complementary information about the symptoms of people living with Parkinson’s disease or
cardiovascular diseases. In these cases early detection of changes in a person health status (e.g.
progression of symptoms) can inform when clinical intervention is required (Patel et al, 2012),
potentially reducing hospital visits/waits and improving quality of life.
However, one of the most promising applications of IoHT lies in disease prevention. More precisely,
activity and physiological monitoring within the home environment form potentially promising
preventative methods in many different facets of medicine such as, cardiopulmonary, vascular,
endocrine, neurological function and rehabilitation medicine (Appelboom et al, 2014b).
IoHT devices can be regarded as enablers for influencing human behaviour (e.g. exercise, dietary)
(Wieringa et al, 2017). Home monitoring along with the quantified self-movement (Swan, 2013;
Appelboom et al, 2014) could revolutionize patient behaviour as they adopt healthy behavioural
changes into preventative measures (Appelboom et al, 2014b; Wieringa et al, 2017). As such,
provided IoHT services are well designed, they could alter the way that governments fund
healthcare services, set guidelines for protocols regarding preventative and post-operative
monitoring and augment the physician-patient relationship. (Appelboom et al, 2014b).
There are therefore several opportunities for researchers active in health and behaviour change in
exploring and establishing effective and reliable preventive methods. In terms of behaviour design,
designers can research and design systems and services that place focus on a person’s internal and
external health-promoting behaviours. Furthermore, a worthy area of investigation lies in identifying
the barriers to the adoption of healthier behaviours and then exploring ways of ‘designing these out’
through new IoHT products and services.

5

Conclusion

In this paper we have conducted a systematic review of review papers and have employed thematic
analysis to help us identify eight key challenges in the Internet of Things for health and care.
Discussion and analysis of these themes has led to the identification of several design research
opportunities across different design areas. Namely in product design, service design, speculative
design, interaction design, textile/fashion design, co-design, design for behaviour change and design
for health.
It is clear that IoT in health and care is not going away. There is already, as described above, a body
of knowledge and various emerging dimensions. However, it is a complex and complicated
ecosystem of products and services, users, suppliers and responders, individuals and communities.
Much of the research currently is undertaken in the technology domain and where design research
is applied it tends to be specific and fragmented.
The technology-push based development of IoHT along with their testing in lab-based and controlled
experiment environments has limited the influence of design as well as other disciplines in this area.
Furthermore, design researchers are yet to become key part of teams identifying the problems and
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designing the solutions. As this paper demonstrated, several of the challenges are now emerging
from the technology-led research and development of IoHT, such as issues with acceptance, lack of
end-user compliance and ease of use of IoHT, data privacy and trust issues, lack of engagement with
stakeholders, issues with the wearability of IoT, disregard of the culture and context of use and
complex healthcare structures. All these necessitate and pave the way for the design research
community to play a leading role in the development and adoption of the next wave of IoHT.
However, if designers are to play such leading role, there are some crucial and pertinent points to
address. First, we need to train designers for a role where they not only apply design to the Internet
of Health Things challenges, but are able to lead multidisciplinary groups and make major decisions
that will influence healthier lifestyles and ill-health prevention through IoT. To achieve this designers
have to work and engage more with diverse sectors with a key focus on a) providing evidence of the
impact of design and b) presenting these in a manner that the specialists in other areas can
understand.
Because IoT and health is a system or constellation (Lindley et al, 2017), designers and design
research are ideally placed to develop an understanding of that system and the elements in it. As
already demonstrated design has the propensity to contribute significantly in the area of health
(Tsekleves and Cooper, 2017). Furthermore, design research can enable people to understand where
they are in it and indeed how they can contribute and develop it for the benefit of all; whilst
protecting the vulnerable and ensuring the system is safe, secure and resilient. The time has come
for the design discipline to come to the fore in delivering research for the future implementation of
IoT in Health and Care.

6
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